Threats and Countermeasures

Lecture 04:
Resource Development & Initial Access
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Resource Development

Resource
Development

8 techniques

Acquire Access

Acquire
Infrastructure (g

Compromise
Accounts (3)

Compromise
Infrastructure (7

Develop
Capabilities (4

Establish
Accounts (3)

Capabilities ()

Stage
Capabilities ()

\

o
Obtain ‘
\

Resource Development consists
of techniques that involve
adversaries creating, purchasing,
or compromising/stealing
resources that can be used to
support targeting. Such
resources include infrastructure,
accounts, or capabilities. These
resources can be leveraged by
the adversary to aid in other
phases of the adversary lifecycle,
such as using purchased
domains to support Command
and Control, email accounts for
phishing as a part of Initial
Access, or stealing code signing
certificates to help with Defense
Evasion.



Resource Development

(simplified)

Development = Obtaining (directly or
e indirectly) resources
to leverage in the
attack

Acquire Access

Acquire
Infrastructure (g

Compromise
Accounts (3)

Compromise
Infrastructure (7

= In support of and
enabling other
phases of the attack

Develop
Capabilities (4

Establish
Accounts (3)

Obtain
Capabilities (g)

Stage
Capabilities (g)
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= Develop/Adapt
exploits, malware,
and toolchains
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Actions

Develop/Adapt
exploits, malware,
and toolchains
Purchase domains
and/or cloud
resources

Add credibility to
accounts and
Infrastructure

= Often called “aging”

Stage exploits,
malware, and/or
toolchains for access
Poison/Optimize SEO
for improved
reachability

Design exfiltration
mechanism for target
network

= (talk about later)



MITRE ATT&CK

Enterprise Matrix nt In 'tlal Access View on the ATTECK® Navigatorc

Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for Enterprise. The Matrix contains information for the followin| 9 tec h n |q u es Version Permalink

layout: side ~  show sub-techniques

Drive-by Compromise

Initial Access Execution Persistence ral Movement Collection Command and Control Exfitration Impact
9 techniques 13 techniques 19 techniques 9 techniques 17 techniques 16 techniques 9 techniques 13 techniques
ooty comormiee | oo masevine ] Pomemvipusions notrunce Temyvenien, ] Bt [T [ ——
Interpreter (5 ° . e Protocol ¢4
Explot BITS Jobe . vchive Collected Dot Data Transfer Sze Limits  Data Destruction
Applcation Container Administration Xp Ol ublic-racin g Spearphishing Communication Through
Command Boot of Logon Autostar Audio Capture Removable Media Extitration Over Data Encrypted for Impact
Extemal Remote Services Execution (14 . . oot Transfer Alternative Protocol (5
Deploy Container A I Icat ion Automsted Colection [Data Encoding g Data Manipulation g
Hordware Additions Bootor Logon nfiaization Servics Session [ Exfitration Over C2
Exploitation for Client Scripts (5 9 Browser Session Hijacking |Data Obfuscation ) Channel Defacement

: ble Media
SupplyChain Natv A21 External Remote Services Data rom Confgurston ] Falback Channes et Firwars Compton
e ey Ceployment | aainiom Co
‘Scheduled Task/Job 5 n Ingress Tool Transfer Exfiltration Over Web Inhibit System Recovery
e— [eepr—— [ r—— oot
] Shared Modules Event Triggered - mate Data from Local System Non-Application Layer Resource Hijacking
B e | e A Honen —————
S — ardware itions e e s

System Services (; System Shutdown/Reboot

Hisck Execution Flow 12 Data from Removable Protocol Tunneling
Media

Proxy g

User Execution g5
Windows Management . . Data Staged ¢z
ishing (3)

el

Office Application Startup (g Input Capture (g

Web Service (5

e Replication Through

Component (5

Removable Media

Supply Chain
Compromise (3)

Trusted Relationship

(I

—

LD

Lo

Valid Accounts (a) ‘u

Lo Lo

Lo




Initial Access

Initial Access consists of
techniques that use various
entry vectors to gain their
initial foothold within a
network. Techniques used to
gain a foothold include
targeted spearphishing and
exploiting weaknesses on
public-facing web servers.
Footholds gained through
initial access may allow for
continued access, like valid
accounts and use of external
remote services, or may be
limited-use due to changing
passwords.

Initial Access

10 techniques

Content Injection

Drive-by
Compromise

Exploit Public-
Facing
Application

External Remote
Services

Hardware
Additions

Phishing (a) u

Replication
Through
Removable
Media

Supply Chain
Compromise (3)

Trusted
Relationship

Valid
Accounts (4




Initial Access

(simplified)

= Goal: Initial foothold
In a target network

= Doesn’t have to be
big or even impactful,
only an improvement
OVer no-access

Initial Access

10 techniques

Content Injection

Drive-by
Compromise

Exploit Public-
Facing
Application

External Remote
Services

Hardware
Additions

Phishing (a) n

Replication
Through
Removable
Media

Supply Chain
Compromise (3

Trusted
Relationship

Valid
Accounts (4




Valid Credentials A‘l

N~ 4

If the attacker can obtain/locate valid creds
for the target, life begins on easy-mode.

B/c attacker is treated as legitimate user:
Can bypass defenses entirely
Can gain access into internal network
Can come-and-go as they please



Valid Credentials

If the attacker can obtain/locate valid creds
for the target, life begins on easy-mode.

"picBed": {

"current": "github",
"github": {
I|repoll: 1 , ’

"token": "
"path": "",
"customUrl": "
"branch": "main"




Valid Credentials

If the attacker can obtain/locate valid creds
for the target, life begins on easy-mode.

The Case of the RSA

-A-DUCK certificate

Nadia Heninger

Zakir Durumeric N — pq

Eric Wustrow

J. Alex Halderman




Valid Credentials

If the attacker can obtain/locate valid creds
for the target, life begins on easy-mode.

me discovering
hashing - R
algorithms like MD5 . & m

why does it have e
online converters? isn't I
it supposed to be one way ? A

| accidentally
contributed to
their hash database




Online Password Guessing A‘l

N~ 4

An Online Password Guessing Attack is
where an actor treats the authentication
server as an oracle to determine when it
has found the correct password.

123456




Online Password Guessing ?Ag.‘l

N\~

An Online Password Guessing Attack is
where an actor treats the authentication
server as an oracle to determine when it
has found the correct password.
Defenses:
= Lock-out threshold
= Rate limits

- (re)CAPTCHAs oo _,
= Anomaly detection Success

123456
<€

admin

<€

Sy &y
( l/‘/// j




Credential Stuffing

Credential stuffing attacks involve reusing
kKnown username-password combinations
from one breach on a separate service.

Relies on: DO ITHE,
= Ubiquity of accounts T b
= Static email addresses

= Password reuse b
= Laziness -




Phishing for Access

Attempt to socially engineer benign users
into giving direct or indirect access.

Google Ky o O"

Gmail ~ “ a 0 § m- % v
Important: Your Password will expire in 1 day(s) Inbox X =
MyUniversity 12:18 PM (50 minutes ago) -

tome |~
Dear network user,

This email is meant to inform you that your MyUniversity network password
will expire in 24 hours.
Please follow the link below to update your password

myuniversity.edu/renewal

) )
Thank you
MyUniversity Network Security Staff

MY UNIVERSITY




Phishing for Access

Attempt to socially engineer benign users
into giving direct or indirect access.

Comes in many, many forms:
= Untargeted vs. spear-phishing
= Credentials vs. direct-access
= Attachments vs. downloads vs. browsing



Drive-By Download/Compromis

= Legitimate user accesses a malicious web
server and downloads/executes malicious
functionality

= JavaScript, iframe, etc



Drive-By Download/Compromis

Legitimate user accesses a malicious web
server and downloads/executes malicious
functionality

= JavaScript, iframe, etc

Vulns allow modification of
webserver/app/database

= Chat sessions, forum posts, comments, etc



Drive-By Download/Compromis

weather.example.com

“ =
- Compromise (11011=0
. *[10000—0

e e e e
~1 3 D D S . +
—————— . . {——




Drive-By Download/Compromis

weather.example.com

Compromise (11011=0
Upload Client Exploit N I

—- ------ <




Drive-By Download/Compromis

weather.example.com

Compromise 10100 —0

< Upload Client Exploit . m




Drive-By Download/Compromis

weather.example.com

Compromise 10100 —0

< Upload Client Exploit . m
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Template:
<div>
Hello
<script>
(new URLSearchParams (
window.location.search
) ) .get (‘name’) ;
</script>
</div>



/g

N~ 4

Template:
<div>

Hello {get name from url}
</div>

https://fexample.com?name=Alice

<div>
Hello Alice
</div>



/g

N~ 4

<div>
Hello {get name from url}
</div>

https://example.com?name=Alice%0DWelc
ome+to+the+Thunderdome %21
<div>

Hello Alice
Welcome to the Thunderdome!
</div>



/g

N~ 4

<div>
Hello {get name from url}
</div>

https://example.com?name=Alice%0D%3Cimg
%20src%3D%22https%3A%2F % 2Fexample.c
om%2Fdog-picture.png%22%3E
<div>

Hello Alice
<img src=‘https://example.com/dog-
picture.png’ >
</div>



/g

N~ 4

<div>
Hello {get name from url}
</div>

https://example.com?name=Alice%3Cscript%
3E% 7Bstuff% 7D %3C%2F script%3E

<div>
Hello Alice<script>stuff</script>
</div>



/g

N~ 4

<div>
Hello {get name from url}
</div>

https://example.com?name=Alice%3Cscript%
3E% 7Bstuff% 7D %3C%2F script%3E

<div>
Hello Alice<script>stuff</script>
</div>
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Cross-site scripting (XSS) is a class of
attacks which extends Content Injection to
execute JavaScript in the victim’s browser.

Source: https://github.com/oxsobky/HackVault/wiki/Unleashing-an-Ultimate-XSS-Polyglot



Cross-site scripting (XSS) is a class of
attacks which extends Content Injection to
execute JavaScript in the victim’s browser.

Often use “polyglots” to test websites

javasCript: : A label in ECMAScript; a URI scheme otherwise.

/x=/%" [%\" /%' /%" /%x/ : A multi-line comment in ECMAScript; a literal-breaker sequence.

(/* */oNcliCk=alert() ) : A tangled execution zone wrapped in invoking parenthesis!
//%0D%0A%0d%0a// : A single-line comment in ECMAScript; a double-CRLF in HTTP response headers.
</stYle/</titlLe/</teXtarEa/</scRipt/——!> : A sneaky HTML-tag-breaker sequence.
\x3csVg/<sVg/oNloAd=alert()//>\x3e : An innocuous svg element.

Source: https://github.com/oxsobky/HackVault/wiki/Unleashing-an-Ultimate-XSS-Polyglot



SQL Injection

SQL injection occur when untrusted input
IS not properly sanitized resulting in the
addition of server-executed code.

def get_account_info
"'SELECT * FROM acct_table'
'"WHERE username == "'
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SQL Injection

SQL injection occur when untrusted input
IS not properly sanitized resulting in the
addition of server-executed code.

def get_account_info al l ce
'SELECT * FROM acct_table’

'"WHERE username == "' n bOb




SQL Injection

The Original #1Mad Libs .
—Dccur when untrusted input
MADLIBS sanitized resulting in the

er-executed code.

| Itwasa , cold November day. I

adjective

woke up to the smell of

adjective type of bird

roasting in the downstairs. |

room in a house

dAoxarm tho ctnivetn con ifl cnnld |

PLURAL NOUN



**%% [njection

SQL injection-style attacks are NOT limited
to SQL or even database queries.

Commonly in the form of “shelling out”

def log_event
'echo "’ ' did a thing" >> event.log’




Directory/Path Traversal

Directory/Path Traversal occurs when a
filesystem path is unexpectedly altered to
the attacker’s target location.

def load_image_f1ile
'/www/1mg/"’
open




Drive-By Download/Compromis

Legitimate user accesses a malicious web
server and downloads/executes malicious

functionality

= JavaScript, iframe, etc
Vulns allow modification of
webserver/app/database

= Chat sessions, forum posts, comments, etc

Watering Hole Attack: Resource used by a
target community and existing usage serves as
advantage and vector



Watering Hole Example

€@ © A-Zindex ContactUs & Forms | FAQs | OPERATING STATUS: Search All of OPM... V| B

ABOUT POLICY INSURANCE RETIREMENT SUITABILITY AGENCY SERVICES

OPM.gov Policy Snow & Dismissal Procedures Current Status

IN THIS SECTION Operating Status

Assessment & Selection CURRENT STATUS
Classification & Qualifications
i RELATED INFORMATION
Data, Analysis & Documentation Washmgton, DC Area
Disability Employment Applies to: Thursday, January 20, 2022 * Get the OPM Alert mobile app
« Get our Operating Status RSS Feed

Diversity & Inclusion Status: Open - 2 hours Delayed Arrival - With Option for (5]

Unscheduled Leave or Unscheduled Telework * Get our Operating Status XML Feed

CHCO Council

XML
Federal offices in the Washington, DC area are OPEN under 2 hours DELAYED ARRIVAL
and employees have the OPTION FOR UNSCHEDULED LEAVE OR UNSCHEDULED
Employee Relations TELEWORK. Employees should plan to arrive for work no more than 2 hours later than they
would be expected to arrive.

Coronavirus Disease 2019 « Follow the conversation on
Facebook
« Follow us on Twitter (2

Future of Work

Hiring Information Non-Emergency Employees who report to the office will be granted weather and safety

leave for up to 2 hours past their expected arrival time. In accordance with their agency's policies and procedures (including required
notification of the employee's supervisor) and subject to any applicable collective bargaining requirements (as consistent with law), non-
Human Capital Framework emergency employees have the option to use:

Human Capital Management




Watering Hole Example

O O A-Zindex

ABOUT

ContactUs | Forms = FAQs OPERATING STATUS: Search All of OPM... 4
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IN THIS SECTION

Assessment & Selection
Classification & Qualification:
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Disability Employment
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Future of Work

Hiring Information

Human Capital Management

Human Capital Framework

Snow & Dismissal Procedures

Current Status

OPM.GOV

0 o A-ZIndex ContactUs Forms = FAQs OPERATING STATUS:

ABOUT POLICY INSURANCE RETIREMENT SUITABILITY

Search All of OPM... N

AGENCY SERVICES

OPM.gov Policy

IN THIS SECTION

Assessment & Selection
Classification & Qualifications
Data, Analysis & Documentation
Disability Employment

Diversity, Equity, Inclusion, and
Accessibility

CDOE Council

CHCO Council
Coronavirus Disease 2019
Employee Relations
Re-Entry Guidance

Re-Entry Toolkit

Snow & Dismissal Procedures

Current Status

Operating Status

CURRENT STATUS

Nationwide
Applies to: Sunday, December 4, 2022

STATUS: OPEN WITH MAXIMUM TELEWORK
FLEXIBILITIES TO ALL CURRENT TELEWORK
ELIGIBLE EMPLOYEES, PURSUANT TO DIRECTION
FROM AGENCY HEADS

Federal offices nationwide continue to perform mission critical functions and operations as
determined by agency heads. Please contact your supervisor to confirm telework schedule
and to receive further direction from your agency head.

RELATED INFORMATION

* Get the OPM Alert mobile app
« Get our Operating Status RSS Feed
3
= Get our Operating Status XML Feed
XML
* Follow the conversation on
Facebook (2

« Follow us on Twitter (2




Watering Hole Example
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Disability Employment
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Accessibility
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Nationwid|
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@ O AZindex ContactUs | Forms | FAQs  OPERATING STATUS: Search All of OPM... 2

ABOUT POLICY INSURANCE RETIREMENT SUITABILITY AGENCY SERVICES NEWS

OPM.gov Main Policy

IN THIS SECTION

Assessment & Selection
Classification & Qualifications
Data, Analysis & Documentation
Disability Employment
Diversity & Inclusion

CHCO Council

Coronavirus Disease 2019
Employee Relations

Future of Work

Hiring Information

Human Capital Management

Human Capital Framework

Snow & Dismissal Procedures

Current Status

Operating Status

CURRENT STATUS

RELATED INFORMATION

Washington, DC Area

) « Get the OPM Alert mobile app
Applies to: Monday, January 3, 2022

« Get our Operating Status RSS Feed
8
= Get our Operating Status XML Feed

XML

STATUS: OFFICE CLOSURE

FEDERAL OFFICES in the Washington, DC area are
CLOSED. Emergency employees and telework employees

= Follow the conversation on
Facebook [&
« Follow us on Twitter (2

continue to work.

Non-emergency employees generally will be granted weather and safety leave for the
number of hours they were scheduled to work. However, weather and safety leave will not
be granted to employees who are:




Supply-Chain Compromise AT

N~ 4

A supply-chain compromise occurs when
malicious functionality is added to products
prior to target receiving them.



Supply-Chain Compromise ?A;ﬁ;..‘

N~ 4

A supply-chain compromise occurs when

malicious functionality is added to products
prior to target receiving them.

Can occur at any point prior to the target
= Modify code/config/build-tools during dev
= Replace product prior to distribution

= Replace product during distribution
Can be via software or hardware



4 SUNBURST
@5 Signed
Clieniy

SO Looks like
normal traffic

-«
solarwinds *

_ -
. . e;
I ED

| 18,000 Customers Affected

* Over 425 of the U.S. Fortune 500

* The top ten U.S. telcos

+ All five branches of the U.S. military
* The top five U.S. accounting firms

* The Pentagon

* The State Department

* The National Security Agency

* The Department of Justice
* The White House

SolarWinds Stock Price




(TS//ST//NF) Such operations involving supply-chain interdiction are some of the most
productive operations in TAO, because they pre-position access points into hard target
networks around the world.

(TS//SI//NF) Left: Intercepted packages are opened carefully; Right: A “load station”
implants a beacon

https://arstechnica.com/tech-policy/2014/05/photos-of-an-nsa-upgrade-factory-show-cisco-router-getting-implant/
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Kali NIC Configuration

1l
e

Close Virtual Machine ? X

You want to:
[l O save the machine state

4 O send the shutdown signal

@ (® Power off the machine

B ob@e =il EE R et



Kali NIC Configuration

1l
e

No

4 O send the shutdown signal

@ (® Power off the machine

B ob@e =il EE R et



Kali NIC Configuration

4 v
P2 5t

tc-vm-lecture-01
@ Powered Off

tc-vm-01_r5
@ Powered Off

testing-34
@ Powered Off

=

¢

OO EeEdE

%4¢ tc-kali-1 - Settings
tualBox |

General
System
Display
Storage

Audio

Network

Serial Ports
usBe

Shared Folders

User Interface

Network

Adapter 1

Enable Network Adapter

Attached to:

[ Advanced

Adapter 2

Name:

Adapter 3 Adapter 4

NAT v




J W tc-kali-1 - Settings

o

P to-kali-1
(@) Powered Off

2N tc-vm-lecture-01
/ @) Powered Off
3, tc-vm-01_r5
/ @) Powered Off
2N testing-34

/ @) Powered Off

=

EENRSRA A= ol Ji]

General
System

Display
Storage

Audio

Network

Serial Ports
use

Shared Folders

User Interface

Network

Adapter 1 Adapter 2

D Enable Network Adapter

Attached to: Not attached

Name:

P Advanced
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P2 5

2" tc-vm-lecture-01
/ @) Powered Off
2N tc-vm-01_r5
/ @ Powered Off

(2N testing-34
, @ Powered Off

@+ tc-kali-1 - Settings

=

Oh2oE@eEdE

General
System
Display
Storage

Audio

Network

Serial Ports
use

Shared Folders

User Interface

Network

Adapter 1 Adapter 2 Adapter 3 Adapter 4

Enable Network Adapter

Attached to: Internal Network v

Name: intnet N

P Advanced




Per-Startup Kali Config

When connecting to the local VM, have to
setup Kali networking every fime you boot.
Stop auto-detect
= 1fconfig eth0O down
Set Kali VM's |IP address

= 1fconfig ethO 192.168.66.XXX
netmask 255.255.255.0

May have to set 1x
ip route add 192.168.66.0/24

dev ethO



P el AT A \oen
acie vivi Virtua

!.’ Import Virtual Appliance

N# Please choose a virtual appliance file to import

& v N @ > Desktop Search Desktop
v
Organize v New folder =~ 3 o
A
> @ OneDrive Name Date modified
W tc-vm-lecture-01-v1 1/22/2024 12:30 PM
@l Desktop +

+ Downloads #

) Documents #

PN Pictures &

@ Music Fa

B Videos »

File name: v ‘ Open Virtualization Format (*.0 v l

incel

Disk Crypto: ZVcNabdysWUnmo32MRkDZzZ4TC
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!.’ Import Virtual Appliance

N# Please choose a virtual appliance file to import

& v N @ > Desktop Search Desktop
v
Organize v New folder =~ 3 o
A
> @ OneDrive Name Date modified
W tc-vm-lecture-01-v1 1/22/2024 12:30 PM
@l Desktop +

+ Downloads #

) Documents #

PN Pictures &

@ Music Fa

B Videos »

File name: v ‘ Open Virtualization Format (*.0 v l

incel

Disk Crypto: cY9%hFa2hXuSgePTQNjhbsfob




Hardening Acct T@A{

N~ 4

Username: corpadmin
Password: passwordl23



ldeas from Last Week

= Setup Firewall Rules

= Remove Password SSH Access

= User Permissions Audit/Downgrade
= App/Service Audit/Minimize



