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Lecture 06:
Persistence




Per-Startup Kali Config

When connecting to the local VM, have to
setup Kali networking every fime you boot.

1fconfig ethO down

= Stop auto-detect
1fconfig eth0O 192.168.66.XXX
netmask 255.255.255.0

= Set Kali VM’s IP address
ip route add 192.168.66.0/24
dev ethO

= Tell Kali how to route to imported VM (1x only)
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MITRE ATT&CK

Persistence
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Enterprise Matrix

Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for Enterprise. The Matrix contains information for the f
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Persistence

Persistence consists of
techniques that adversaries
use to keep access to
systems across restarts,
changed credentials, and
other interruptions that could
cut off their access.
Techniques used for
persistence include any
access, action, or
configuration changes that let
them maintain their foothold
on systems, such as
replacing or hijacking
legitimate code or adding
startup code.
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Persistence

(simplified)

= Retain access to
target systems

= Maintain a foothold

across restarts,
account changes,

etc.
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Account Creation

|dea: Just create an attacker account as if it
were a standard user account

Local, domain, cloud, etc.

Innocuous: “alice”, “bob”, “charlie”, etc.

Look-a-Like: “allce”, “Bo8”, “charles”, etc.



Account Manipulation

Modify existing creds and/or permissions

= Bypass defenses, change security policies,
access domain acct.

Delegate Permissions

= Email delegates, email forwarding, etc.
Subsume Unused Roles

= (cloud-specific usually)

Create Alternative Credentials

= SSH Authorized Keys



SSH Authorized Keys

The authorized keys file contains the

public keys associated with a user and used
to authenticate access.

Usually at ~/.ssh/authorized keys

If attacker-controlled public key can be
added, attacker can simply log-in as that
user and gain shell-access



Pre-Boot Execution A‘l

N~ 4

Idea: Attacker’s code runs before user has
logged-in and before OS defenses running.

Modify BIOS or UEFI firmware
to ensure continued access
Modify other firmware for other
components

Modify early-boot procedures to
add/change behavior



On-Boot Execution

Idea: Attacker’s code runs after OS is
available but before user has logged-in.
Windows: via Group Policy

= Run: gpedit.msc

Linux (old): Create init.d service

= /etc/init.d/

= Configure via update-rc.d

Linux (new): Create systemd service
= /etc/systemd/system/

= Configure via systemctl



On-Login Execution

Idea: Attacker’s code runs after user has
logged-in but before gaining control.

= Shell environment configs
= .bashrc, .zshrc, .bash profile, etc.

Windows Startup Apps:
= Run: shell:startup



Scheduled Tasks

Idea: Just use the same built-in capabilities

from Execution phase but for different
purposes

Windows — schtasks (CMD),
ScheduledTasks (PowerShell),
Task Scheduler (Ul)

Linux — cron, crontab, systemd



“Traffic Signaling” ,A

N~ 4

Idea: Use arbitrary tricks at the network-
level make it difficult to detect entrance
vectors.

Open ports are at risk of discovery using
well-known approaches :-(

Standard protocols can be easily noticed
by IDS, IPS or human :~(



Port Knocking T@A{

N~ 4

Idea: Have a non-obvious trigger to open a
listening port.



Port Knocking

Idea: Have a non-obvious trigger to open a
listening port.

TCP/1337 —--- SYN
RST




Port Knocking
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Port Knocking

Idea: Have a non-obvious trigger to open a
listening port.

v

TCP/1337 --- SYN
— RST
ARASSNTTENR. <
TCP/7583 —--- SYN
RST
<<
TCP/3242 —--- SYN .
RST
<<
TCP/1337 --- SYN .
SYN-ACK




