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MITRE ATT&CK

Enterprise Matrix

Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for Enterprise. The Matrix contains information for the following platforms: Win
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Credential Access consists
of techniques for stealing
credentials like account
names and passwords.
Techniques used to get
credentials include
keylogging or credential
dumping. Using legitimate
credentials can give
adversaries access to
systems, make them
harder to detect, and
provide the opportunity to
create more accounts to
help achieve their goals.
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Credential Access (simplified) T@A{
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Credential Access
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Types of Credentials

Save your backup codes X

U Se r-Re I ated Keep these backup codes somewhere safe but accessible.

O 7958 9575 O 9639 3831
O 7630 8446 O 3243 6466
OS |OgOn 0 1406 4023 0 8634 2741

Web Service/API S RRlEl — Dl %

Account security

M F/ \ COd es Scan the QR code below using your authenticator

application, then enter a valid code below to verify correct

Reset-Mechanisms [ gle

backup code once
rated on: Nov 9, 2017.

SOLIDBugs

Can't Scan it?

Verification Code




Types of Credentials

User-Related Devicel/lnfra-Related
OS logon Trusted Platform Module
Web Service/API (TPM) access
MFA codes Device Creds
Reset-Mechanisms Network Access Creds

= 801.1X, MAC filters, etc.



Input/Output Capture

\ 4

Humans often type ‘
their credentials -3

(logon, web apps,

password manager,
etc.)

Obtain via:
. Keyloggers INTRODUCING

= GUI Input Capture @ Scﬂﬂw CRAB

= Web Portal Capture - .

- Cred API Hooking %




MitM Attacks

Many communication protocols lack secure
channels or authentication

= ARP, DNS, DHCP, etfc.

Can be abused to force a device to communicate
through an attacker-controlled system to collect
information and perform malicious activities

Examples of MITM attacks include:

= Server Message Block (SMB) Relay
= Address Resolution Protocols (ARP) Cache Poisoning
= DHCP Server Spoofing



ARP Protocol ?Aﬁ;..‘

N~ 4

The Address Resolution Protocol (ARP)
allows hosts to map IP <> MAC addresses.

ARP Announcements

= “I have IP 1.1.1.1 and my MAC is XX:X... X:XX"
ARP Probe

= “What MAC is associated with 1.1.1.17”
L2 Default gateway

= The host to send to if not on local network
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N~ 4

ARP Poisoning/Spoofing Attacks are a

set of techniques used to misdirect traffic on
the network.

Malicious actor on local network
Can be used to:

= DoS another client

= Cause network thrashing
= Intercept traffic
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Useful Tools

= Ettercap
= Older, Ethernet-focused

= Bettercap :
= Newer, WiFi-focused

= Yersinia

= Generic L2-interaction framework
(more/different protocols)




Brute-Force Password Attacks TEA-‘
N 4

= Required: Input Corpus + Validation Oracle



Brute-Force Password Attacks TIA-‘
r

= Required: Input Corpus + Validation Oracle

Online

Password Guessing
Credential Stuffing
Password Spray



Brute-Force Password Attacks AT
N 4

Required: Input Corpus + Validation Oracle

Online Offline
Password Guessing Password/Hash
Credential Stuffing “cracking”

Password Spray



Dumping OS Stores

« Different OSes store in different locations
and/or multiple locations

= In “files” stored on-disk
= [n-memory

= OS’s internal “keychain”
= Securityd Memory



Dumping OS Stores T@A{

N~ 4

= Linux (/etc/passwd + /etc/shadow)

= Windows (Security Acct Manager (SAM))
= Tools

= Mimikatz
= pwdump
= volatility

= efc.
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MITRE ATT&CK

Discovery
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MITRE ATT&CK

Enterprise Matrix

Below are the tactics and techniques representing the MITRE ATT&CK® Matrix for Enterprise.
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The Matrix contains information for the following platforms: Windows, macOS, Linux, PRE, Azure AD, Office 365, Google Workspace, Saa$, laaS, Network, Containers.
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Discovery

Discovery consists of
techniques an adversary may
use to gain knowledge about
the system and internal
network. These techniques
help adversaries observe the
environment and orient
themselves before deciding
how to act. They also allow
adversaries to explore what
they can control and what's
around their entry point in
order to discover how it could
benefit their current objective.
Native operating system tools
are often used toward this
post-compromise information-
gathering objective.

Discovery
30 techniques

Account Discovery (a)

Application Window Discovery
Browser Bookmark Discovery
Cloud Infrastructure Discovery
Cloud Service Dashboard
Cloud Service Discovery

Cloud Storage Object Discovery
Container and Resource Discovery
Debugger Evasion

Domain Trust Discovery

File and Directory Discovery
Group Policy Discovery
Network Service Discovery
Network Share Discovery
Network Sniffing

Password Policy Discovery

Peripheral Device Discovery

Permission Groups Discovery (3)

Process Discovery
Query Registry

Remote System Discovery

Software Discovery (1)

System Information Discovery




Discovery (simplified)

Discovery
30 techniques

Gain knowledge of
systems/networks
useful in orientating
the attacker

Explore current
control/capabilities to
plan follow-on actions
Built-in OS tools are
often leveraged and
sufficient

Accoun t Discover: Y (4)

Application Window Discovery
Browser Bookmark Discove ry
Cloud Infrastructure Discovery
Cloud Service Dashboard
Cloud Service Discove ry

Cloud Storage Object Discovery
Container an d Resource Discove ry
Debugger Evasion

Domain Trust Discover y

File and Directory Discovery
Group Policy Discovery
Network Service Discove ry
Network Share Discovery
Network Sniffing

Passwor d Policy Discove ry

Peripheral Device Discovery

Permission Groups Discovery (3)

Process Discover y
Query Registry

Remote System Discovery

Software Discovery (1)

System Information Discovery



= Enumerate Disks
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Windows OS Exploration

= Enumerate Disks

= Version info

PC name
Product 10
Processor
rataled RAM
System type

Pen and touch

HOME-PC
HOME-PC

Inted®) Core(TM)2 Quad CPU Q5600 @ 240Gz

400GB 348Gl

sable
32-Df cperatng system, x54-Dased Processor

No pen or 1ouch input is avalable for this Grsplay

Windows 81

Windows & actvated

Change product key

2480 GHz




Windows 7




Windows 7

Windows 8

Start

Sanjay Jacob

RE: Lot v

68°
Sydney, Australia

Roxann
Sunny 51° /65"

commet



B® Microsoft

Community VvV

Created on December 4, 2012

@ MartinGoens

how to make windows 8 look and
act like windows 7

Recently bought a new laptop, from HP and | am so confussed
with the new windows 8, | can't even use the darn thing,
reminds me of the time | was stuck with an Apple Machine. Is
there a way to change the screen and start up to look and
behave like Windows 7?

Other wise, I'm giving this piece of junk a good toss out the
window. And | don't mean Windows 8.

Thank you for any help you all can be, | just wanted a new
computer not an operating system like this..

Tech Money Home Wellness Home Internet Energy Deals Sleep

Tech > Services & Software

How to make Windows 8 look like
Windows 7

We reveal how to water down or ignore some of Windows 8's more
controversial features and restore functionality you thought had
vanished.

Nick Peers
Oct. 27, 2012 1:00 a.m. PT




Windows OS Exploration

= Enumerate Disks

M Device Manager - a X

= Version info

v & DESKTOP-IAEQDKS
& Audio inputs and outputs
© Bluetooth
@ Computer
s Disk drives
I Display adapters
I Intel(R) UHD Graphics 620
& Firmware
F# Human Interface Devices
=3 IDE ATAVATAP| controllers
3 Imaging devices
= Intel(R) Dynamic Platform and Thermal Framework
3 Keyboards
@ Mice and other pointing devices
@ Monitors
& Network adapters
& Ports (COM&LPT)
&= Print queues
= Printers
[ Processors
B¢ Security devices
I Software components
Il Software devices
i Sound, video and game controllers
Gu Storage controllers
B System devices
@ Universal Serial Bus controllers
§ USB Connector Managers

Cvvvwy

= Device Manager




Windows OS Exploration

Enumerate Disks =

User varlables for

Variable Value
OneDrive CAUsers\  \OneDrive
. . Path CAUsers\  \AppData\LocalMicrosoft\WindowsApps:
Version info e e VipOuaacery
e CAUsers\  \AppData\Local Termg

Device Manager T =

System variables
Variable Value A
[ asllog Destination = file
E n VI ro n m e nt ComSpec CAWINDOWS\system32\emd exe

DriverData CAWindows\System32\Drivers\DriverData

NUMBER_OF PROCESSORS 4

s Windows NT
y Progeam Files GAENINteNCLS Chent Prograe Files

PATHEXT COM_EXE: BAT, CMD: VBS. VBE IS, JSE. WSF. WSH. MSC

PROCESSOR ARCHITFCTLRF  AMDA4 N

New. Ed.. Delate




Windows OS Exploration

=

Enumerate Disks T o DLz ok :

= | Policies
| Software Settings
| Windows Settings
. . | Administrative Templates: Policy definitions (ADMX files) retrieved
Version info 5 5 prefeencs
Bl Windows Settings
Environment
i Foders

Device Manager 5 g Reoery
g Network Shares
[#] Shortcuts

B ®

=

m |

=

[# () Control Panel Settings
E . t = ¢ User Configuration
= | Polides
nvironmen B e
# || Windows Settings
[# | Administrative Templates: Policy definitions (ADMX files) retrieved
= __ Preferences
. [= ] Windows Settings
Local/Group Policy & o
2 Drive Maps
Environment
3 Files -

=

=




Linux OS Exploration




Linux OS Exploration

« Kernel version, " uname -a
architecture, etc



=

=

=

=

Kernel version,

architecture, etc
Info about CPU
Info about RAM

Show all hardware

=

uname -—a

cat /proc/cpuinfo
cat /proc/meminfo
lshw



Linux OS Exploration

Kernel version, uname -a
architecture, etc

Info about CPU cat /proc/cpuinfo
Info about RAM cat /proc/meminfo
Show all hardware lshw

Enumerate disks & 1sblk -f

block devices



Linux OS Exploration

Kernel version, uname -a
architecture, etc

Info about CPU cat /proc/cpuinfo
Info about RAM cat /proc/meminfo
Show all hardware lshw

Enumerate disks & 1sblk -f

block devices
Default user setttings /etc/skel/



Filesystem Exploration

Explore the contents of the initially-
accessed device (manually and automated).

find . —-type £ | grep -1 “XXXX'
ls R | grep -1 YXXXX'

grep —-rni ‘XXXX'



Software Exploration

Most organizations ps aux
templatize their IT = Current shell session
infrastructure

= Default installs sudo ps aux

= Default configurations = Current user session
= etc.

Anything available for
use is available for
exploitation/abuse

= Locally & elsewhere”



Windows Config Exploration

“[A] central hierarchal database used to
store information that is necessary to
configure the system for one or more users,
applications, and hardware devices.”

Pre-Windows 2000 Post-Windows 2000
boot.ini 2
system.ini
win.ini

[My Computer\HKEY_LOCAL_MACHINE\HARDWARE|DEVICEMAP\IDEO




Indows Reqgis

Registry keys

= Hold multiple “values”  mmmms

Registry Edit View

analogous to FS “Rame ey — T T I
g (3 HKEY_CLASSES_ROOT REG_SZ (value not set)
(] HKEY_CURRENT_USER [ab]\Device\Videod  REG_SZ \REGISTRY\Machine\System. ..

d i re Cto ri eS - HKEYJLOCAL MACHINE E":I\DeviceWideol REG_SZ \REGISTRY{Machine\System...
5 ER[?;,;EEIEPTION E":]IDeviceWideDZ REG_SZ \REGISTRY\Machine\System...

=) DEVICEMAP MaxObjectNumber REG_DWO... 0x0D0000002 (2)

(20 KeyboardClass [ab]vgaCompatible REG_SZ \Devicelvideol

(L) PARALLEL PORTS
(1 PointerClass
(1 scsi
{1 SERIALCOMM
{3 VIDEO
(L] RESOURCEMAP
{0 sam
(] SECURITY
(L] SOFTWARE
(L1 SYSTEM
{1 HKEY_USERS
{1 HKEY_CURRENT_CONFIG

IMy Computer{HKEY_LOCAL_MACHINE\HARDWARE|DEYICEMAP\YIDEO 4




Windows Registry

“Hives”

= Logical grouping of
registry key collections

&' Registry Editor
Registry Edit View Favorites Help

= = My Computer
(L] HKEY_CLASSES_ROOT
(L) HKEY_CURRENT_USER
=1-(_] HKEY_LOCAL_MACHINE
- [=-{_] HARDWARE
- (] DESCRIPTION
E] Cl DEYICEMAP
- {_] KeyboardClass
----- {1 PARALLEL PORTS
----- (] PointerClass
l #-{_] Scsi
----- {1 SERIALCOMM
.3 VIDEO
-] RESOURCEMAP
i (] sam
----- (] SECURITY
l #-(_] SOFTWARE
#-(_] SYSTEM
& u HKEY_USERS
#-(_] HKEY_CURRENT _CONFIG

|My Computer\HKEY_LOCAL_MACHINE\HARI




Hive Organization

HKEY CLASSES ROOT (HKCR)

= Information related to file name extensions and Object
Linking and Embedding (OLE) mappings
HKEY CURRENT USER (HKCU)

= Settings for the currently logged on user
HKEY USERS (HKU)

= Information of different user settings consolidated from
HKCU hive

HKEY LOCAL MACHINE (HKLM)

= Information about HW and SW on the system
HKEY CURRENT CONFIG (HKCC)

= Information about current HW configurations

= Usually empty until loaded during the boot process
= Loads HW profiles into HKLM



Windows Registry

= “Hives”

= Logical grouping of
registry key collections

- “KeyS”

&' Registry Editor
Registry Edit View Favorites Help

= & My Computer
#-(_] HKEY_CLASSES_ROOT
(L] HKEY_CURRENT _LISER
=L HKEY_LOCAL_MACHINE
. [=-{_] HARDWARE
- @] DESCRIPTION
=-{_] DEVICEMAP
- {11 KeyboardClass

~{_] PARALLEL PORTS

~{_] PointerClass
& Scsi
--{_]) SERIALCOMM
.3 VIDEO
#-{_]) RESOURCEMAP
(] sam
(] SECURITY
(] SOFTWARE
A (L3 sYSTEM
-] HKEY_USERS

#-(_] HKEY_CURRENT_CONFIG

|My Computer\HKEY_LOCAL_MACHINE\HARI




Windows Registry

£’ Registry Editor

“ H |VeS” Reqistry Edit Yiew Favorites Help
. . = Q My Computer
u LOgIC8| grouping of #-( HKEY_CLASSES_ROOT

I +]-{_] HKEY_CURRENT_USER

reqgistry key collections = (1 HKEY_LOCAL_MACHINE

- =] HARDWARE
. -] DESCRIPTION
- [=-{_] DEVICEMAP

& Ke S” (] KeyboardClass
y (L] PARALLEL PORTS
P (] PointerClass

#-{_] Scsi
(L] SERIALCOMM

“S u b keyS” {3 VIDEO

. [#-{_] RESOURCEMAP

« Registry keys logically i

My (] SECURITY
nested under other g SOFTWARE
' 4 (2 HKEY
rengtI"y keys »-C] :EE:_EZE{TQSENT_CONFIG

|My Computer\HKEY_LOCAL_MACHINE\HARI




Windows Registry

Reqistry keys

= Hold multiple “values” S —
|

I t F S = &) My Computer == Dot
a n a O g O u S O (] HKEY_CLASSES_ROOT fabj REG_S2 (vaue not set)
1 ' £ HKEY_CLRRENT_USER [ab]\Device\videod  REG_SZ \REGISTRY Machine\System...
d I re Cto rl eS =0 HKEY_LOCAL MACHINE @JIDEVlceWideol REG_5Z \REGISTRY\MachineSystem...
-8 HaRowiRe [ab]iDevicelvideoz  REG_SZ \REGISTRY|Machine\System. ..
8 Eﬁfggﬂf’ " [28]MaxObjecthiumber REG_DWO... 0x00000002 (2)
(20 KeyboardClass @VgaCompatible REG_SZ \Device!videol

{_] PARALLEL PORTS
(1 PointerClass
{1 scsi

{_ RESOURCEMAP
{0 sam

Reqistry values
= Hold a single, typed 3 e

{1 HKEY_USERS

CO n fi g U r ati O n {2 HKEY_CURRENT_CONFIG
. My Comp ¥_LOCAL_MACHINEYHARDWARE\DEVICEMAP\VIDEO Y
analogous to FS files = B




Windows Registry

“Key Name”
= Lowest referenceable

n

tree node
Name | Type | Data |
[2b}(Default) | REG.SZ  (value not set)
E’_’] \DevicelVideoD REG_SZ \REGISTRY\Machine\System...
[a}ﬂ \DevicelVideol REG_SZ \REGISTRY\Machine\System. ..
[a—}_’] \DevicelVideo2 REG_SZ Y\REGISTRY\MachinelSystem...

[ﬁ:ﬂMaXObjectNumber REG_DWO.,.., 0x00000002 (2)
[ab]vgaCompatible ~ REG_SZ \Devicelvideot




Windows Registry

“Key Name”
= Lowest referenceable

tree node
- 10] X]
Py " Mame | Type | Data |
Key Type Boctak)|  REGSz  (vaerotse)
'l,DeviceWideoU REG_SZ Y\REGISTRY\MachinelSystem...
= Indicates how to ab]iDevice\videol  REG_SZ \REGISTRY{Machine!System. .
. 'l,DeviceWideoZ REG_SZ Y\REGISTRY\MachinelSystem...
|nterpret the COntentS %) MaxObjectNumber REG_DWO... 0x00000002 (2)
'v'gaCompatible REG_SZ \Device\Videol




Windows Reqistry

/ Desktop Technologies / System Services / Windows System Information /

Registry value types

Article « 02/08/2023 « 7 contributors &y Feedback

In this article
String values

Byte formats

A registry value can store data in one of several formats, such as a string value or an integer
value. When you store data in a registry value—for instance by calling the RegSetValueEx
function—you can indicate the type of data being stored by specifying one of the types in the
table below. When you retrieve a registry value, functions such as RegQueryValueEx use these

types to indicate the type of data retrieved.

The following registry value types are defined in the winnt.h header file:

Expand table
Value Type
REG_BINARY Binary data in any form.

REG_DWORD A 32-bit number.

REG_DWORD_LITTLE_ENDIAN A 32-bit number in little-endian format. Windows is designed to run on little-

{value not set)
\REGISTRY\Machine\System...
\REGISTRY\Machine\System...
\REGISTRY\Machine\System...
0x00000002 (2)
\DevicelVideol




Windows Registry

“Key Name”
= Lowest referenceable

tree node
=] 3
“ ” Name | Type | Data |
Key Type @fbefadt!  REG.SZ  (valuenotsed
ab]\Devicelideod ~ REG_SZ \REGISTRY\Machine\System. ..
= Indicates how to ab]iDevice\videol  REG_SZ \REGISTRY{Machine|System...
. 'l,DeviceWideoZ REG_SZ \REGISTRY\Machine\System...
Intel"pret the COntentS %] MaxObjectNumber REG_DWO... 0x00000002 (2)
ab]ygaCompatible ~ REG_SZ \Devicelvideol

“‘Key Data”
= Configuration data
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Linux System Config

Linux configuration is
more ... distributed ...

Every app/service/etc
IS responsible for its
own config data

Services/Daemons
nominally in /etc/

Makes heavy use of
symbolic files

Home directory
(SHOME) often used

for user-specific
configurations

= SHOME/.<app>/
= $SHOME/.local/

= SHOME/.config/
= efc.



Threats and Countermeasures
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Discovery




Browser Discovery

Browsers are excellent source of info

= Useful for social engineering (common
interests, social media, etc)

= Internal corporate resource pages (org charts,
employees, etc.)

= Internal documentation (design docs,
onboarding procedures, etc)






Browser Artifacts

History

Description:
Risconds webites wsited by dute and Sme. Detab stored

Cookies Cache
Description:

e been vsed and

+ Gives the invesiguicr & “Wuphct i tiver” of what & cser wa kockirg &t orine
- Mt webntes which ware visted
~ Providen the actiud (s the e viewsd on 4 gven wetste

What actities ruy hae b pace there.

Browser

Usage

Flash & Super Cookies Google Analytics Cookies
Description:

Description:
Googe Araiytcs (GA) has deveicpnd an extremely sophatcated
for tracking. e ahty e pad s

Since GA i ergely e, it has & commaniding dare of P murkas,

estrted at cver S0, of stes wsing Yaic sty and over SOK

browser 10 rerove Bam. b et marry wies haw v
Bagun using LSON for thar irackirg mechaneve * Page views in Curment sesecn

+ Outbound ink dicts
«Tima urrent sessicn sarted

* Creuion time of dat fles in Actwe kder

* Uner account wed to vt the wte
*Whan cockie was creatad nd Lt accessed ke
. (orgsc, referrd, coc. emad, Srect)
* Kipwcrd wsedt 1 find wte (rcn-SSL orty)

= Where has the user been?

= Where do they frequently go?

= What did they do when they were there?
How did they authenticate?




Browser Data Locations

» Firefox:

= %userprofile$\Application Data\Mozilla\
Firefox\Profiles\

= %userprofile%\AppData\Roaming\Mozilla\
Firefox\Profiles\

= Internet Explorer:

= SUSERPROFILE%\AppData\Roaming\Microsoft\Windows\
IEDownloadHistory\

"= SUSERPROFILES$\AppData\Local\Microsoft\Windows\We
bCache\ WebCacheV*.dat

= Chrome

= SUSERPROFILES\AppDatal\Local\Google\Chrome\User
Data\



Accessing Browser Cookies A‘l
N\~

Firefox (and some others) use SQLite
databases for storing cookies and other data

mSQLite

SQLite3 IS NOT SQL Server

= SQL Server is a fully-featured, datacenter-scale
implementation of a SQL database engine

= SQLited is SQL “minimal infrastructure” database
engine which operates off of a single file
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Extracting Browser Info

= Listing all tables “ .tables

= Print table schema = PRAGMA
table 1nfo (XXXX)

= Extracting info from « Standard SQL
table directly



Listing all tables

Print table schema

Extracting info from
table directly

Dumping table data to
usable format

.tables

PRAGMA
table 1nfo (XXXX)

Standard SQL

sglite3> .mode json
sglite3> .once
out.json

sglite3> SELECT *
from XXXX;



Internal Network Scanning A‘.

N~ 4

All the same TTPs from reconnaissance
but with a different perspective.

e e
_____ e N %
""" ] “a
4 > g
o ‘
AN
s >
>
peow T
£ . et
o ~ S aal
W"‘;A .\\\t\-{
e
e

” NMAPE




«Firewall» Cisco
Catalyst 6500 FWSM

s7

«Firewall» Cisco
Catalyst 6500 FWSM

«Router»
Cisco 7600

S3
g.

«Load Balancer»
jetNEXUS ALB-X

S5 S6

«Web farm»

«Hub»
Linksys SR2016

1)
""‘Ye

«Database server»  «Application server»



«Firewall» Cisco «Firewall» Cisco
Catalyst 6500 FWSM Catalyst 6500 FWSM

S1 ) S2 s7
o
S3 «Load Balancer»
«Router» jetNEXUS ALB-X

Cisco 7600




«Firewall» Cisco «Firewall» Cisco
Catalyst 6500 FWSM Catalyst 6500 FWSM

s7

«Load Balancer»
jetNEXUS ALB-X

«Router»
Cisco 7600

«Web farm»



«Firewall» Cisco «Firewall» Cisco
Catalyst 6500 FWSM Catalyst 6500 FWSM

«Hub»
Linksys SR2016

s7

«Load Balancer»
jetNEXUS ALB-X

«Router»
Cisco 7600

«Database server»  «Application server»

«Web farm»
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Passive network
observation does not
Many common tools
TCPDump

WinDump

Wireshark / Tshark

POf
Network Miner



Internal Network

Data Collection

Active network
enumeration creates
risk of detection
Passive network
observation does not
Many common tools

N
N
N

N d BB

= TCPDump (/‘%‘
XL

- WinDump \,@

= Wireshark / Tshark .«

« POf

= Network Miner



